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Introduction

Holtek HT32 series of MCUs are based on an Arm® Cortex®-M core. The core contains integrated
Serial Wire Debug (SWD) ports namely SW-DP/SWIJ-DP, which makes development,
programming and debugging more convenient. However, during hardware design when using the
SWD, users may encounter some abnormal situations, which affect project development. This
application note provides users with a comprehensive troubleshooting guide for SWD interface
problems and includes possible errors which may occur during connection, communication and
other conditions. This guide will assist users to use the SWD interface more easily, saving

development time to make the project more efficient.

Holtek has released a USB debugging tool named e-Link32 Pro/Lite, which has been developed
based on the Arm® CMSIS-DAP reference design. By connecting the target board to the PC’s USB
port, users can program and debug the program on the target MCU via the SWD under the
development environment or with a programming tool. The following figure shows the connection
relations. This text will take the e-Link32 Pro/Lite as an example to introduce the SWD, common
error messages and troubleshooting steps. The SWD related instructions and debug information are

also used for a common USB debug adapter such as ULINK?2 or J-Link.

Host PC e-Link32 Pro / Lite Target MCU

> SW-DP

USB SWD

USB Host | CMSIS-DAP

=~
=<

Figure 1. SWD Connection Diagram
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Abbreviation description:

SWD: Serial Wire Debug

SW-DP: Serial Wire Debug Port

SWJ-DP: Serial Wire and JTAG Debug Port

CMSIS: Common Microcontroller Software Interface Standard
DAP: Debug Access Port

IDE: Integrated Development Environment

SWD Introduction

The SWD is a hardware interface widely used with the Arm® Cortex-M® series of MCUs for
programming and debugging. The following section will illustrate the Holtek e-Link32 Pro and e-
Link32 Lite. The e-Link32 Pro has approximately the same architecture as the e-Link32 Lite, the
main difference is that the e-Link32 Pro supports ICP offline programming. The following is a brief

description:

® c-Link32 Pro: this is a Holtek standalone USB debug adapter, which supports In-Circuit
Programming, offline programming and debugging. Refer to the e-Link32 Pro User Guide for details.

® c-Link32 Lite: this is a Holtek Starter Kit internal USB Debug adapter, which can directly
program or debug on the target MCU without additional connections. Refer to the Starter Kit

User Manual for details.

e-Link32 Pro e-Link32 Lite

Figure 2. e-Link32 Pro and e-Link32 Lite

SWD Pin Description
There are two SWD communication pins:
® SWDIO (Serial Wire Data Input/Output): a bidirectional data line for debug information

transmission and code/data programming between the debug adapter and the target MCU.
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® SWCLK (Serial Wire Clock): a clock signal from the debug adapter for synchronous data

transmission.

A traditional Joint Test Action Group (JTAG) interface requires four connection pins, while the
SWD only requires two pins to communicate. Therefore, the SWD requires fewer pins and is more

convenient to use.

Connection Description/PCB Design

The following figure shows the e-Link32 Pro/Lite interfaces.

BEOOO0OO
ooooo

2.4 6810

Figure 3. SWD 10-Pin Connector

Pin No. Name Description

1 vee Debug adapter SWD interface Level Shift power supply by default, must be
connected to the target MCU power supply

2 SWDIO Data signal, must be connected to the target MCU SWDIO pin

3 GND Ground

4 SWCLK Clock signal, must be connected to the target MCU SWCLK pin

5 GND Ground

6 Reserved Reserved pin, no connection required

7 VCOM _RXD |The e-Link32 Pro/Lite provides two Virtual COM ports for serial
communication. This is independent of the SWD. The connection is determined

8 VCOM_TXD | based on the development environment and hardware requirements

9 GND Ground

10 Reset Used to control the target board reset signal - must be connected to the target
MCU nRST pin

Table 1. SWD 10-Pin Description

If users need to design their own board, it is recommended to reserve an SWD connector, as shown
in the following figure. The SWD interface must contain VDD, GND, SWDIO, SWCLK and nRST
of the target MCU and which can then be connected to e-Link32 Pro/Lite via this connector for

programming or debugging.

VDD

) I

a JD"I SWCIK %
SWDIO 2

IRST <
SWD

Figure 4. SWD 5-Pin Connector
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Debug Adapter Level Shift Description

As the MCU may have different operating voltages in practical applications, the I/O logic voltage
levels may also be different. The e-Link32 Pro/Lite provides a Level Shift circuit to adapt to
different voltages. If the SWD Pin 1 VCC is used as a reference voltage in the above circuit, then
the SWD pin input/output voltage on the e-Link32 Pro/Lite can be automatically adjusted according
to the target MCU operating voltage, thus making it compatible with different MCU hardware board
designs. Most debug adapters such as ULINK?2 or J-Link have a similar design.

As can be seen from the above description, when the debug adapter is connected to the MCU
hardware board under a preset condition, it should be noted that the MCU hardware board will
provide power to the SWD VCC pin on the debug adapter, as shown in the following figure. This
means that the MCU hardware board must be connected to a power supply separately and the SWD
VCC pin on the debug adapter has no power output by default.

Target Board Debug Adapter
MCU SWD 10-Pin Connector
VDD VCC

Figure 5. Target Board & Debug Adapter Power Supply Direction

The e-Link32 Pro/Lite Pin 1 VCC can also be set to output 3.3V to power the target MCU hardware
board. However, it is important to pay attention to current and power supply limitations. Refer to

the e-Link32 Pro User Guide for details.

Check whether the debug adapter USB is correctly connected

When the e-Link32 Pro/Lite is connected to the PC, check whether it is correctly connected using

the following two methods.
1. Check whether the D1 USB LED of the e-Link32 Pro/Lite remains illuminated.

2. Press the “Win +R” buttons to call “Run” and enter “control printers” to run. When a “Printers &
scanners” window appears, click on “Devices” and find “Other devices” from the drop-down
menu. Then check whether a device named “CMSIS-DAP” or “Holtek CMSIS-DAP” appears, as
shown in the following figure. It should be noted that different computer systems may have

slightly different displays. Users can refer to this step to find and check whether this device appears.

Other devices

CMSIS-DAP
- .

Figure 6. CMSIS-DAP Device

If the USB debug adapter fails to connect to the PC, refer to “Troubleshooting Step 2”.
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Keil Debug Settings

This section will take e-Link32 Pro/Lite as an example to illustrate the debug settings under the
Keil development environment. Use the following steps to check step by step whether the settings

are correct. First click on “Project = Options for Target”.
1. Click on the “Utilities” tab

2. Check “Use Debug Driver”

W. Options for Target 'HT32'

Device | Targst | Ougpnt | Listing | User | CAC++ (AC6)| Asm | Linker | Debug

i~ Corfigure Flash Menu Command
¢ |Use Target Driver for Flash Programming 2 ||7 Use Debug Driver I
— Use Debug Driver — Settings ¥ Update Target before Debugging

i Fie: | J Ed... |
" Use Extemal Tool for Flash Programming

Command'l _I

Argurnenis.l
™ Rur Independent

r—Corfigure Image File Processing (FCARM):
Output File: Add Output File to Group

User ;I

Image Files Root Folder: I [ Generate Listing

oE | Camel | Defits | Help
Figure 7. Keil - Options for Target - Utilities

3. Click on the “Debug” tab
4. Use “CMSIS-DAP Debugger”
5. Check “Load Application at Startup”

6. Click “Settings” on the right to open the “Options for Target” dialog box

W, Options for Target 'HT32'

Device | Target | Output | Listing | User | CIC++ (ACE) | A | Linker tilities |
© Use Simulator  with iestrictions Settings I @& Use: ||CMSIS-DAP Debugger ~ I Settings I
¥ Limit Speed to Real-Time q
¥ Load Application at Startup ¥ Run to main() ~ ¥ Load Application at Startup ¥ Run to main()
Initialization File: nitialization File:
I J Edit.. | I\HT32F5nu_DW_DebugSuppurt ini J Edit... |
Restore Debug Session Settings ——————————————————— Restore Debug Session Settings————————————————
¥ Breakpoints ¥ Toolbox ¥ Breakpoints ¥ Toolbax
¥ Watch Windows & Performance Analyzer ¥ Watch Windows [~ Tracepoints
¥ Memory Display v System Viewer ¥ Memory Display v System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
[sARMCM3DLL | [SARMCM3DLL |
Dialog DLL: Parameter: Dialog DLL: Parameter:
[pARMCH1.DLL [oChE- [TARMCHTDLL [nCMO-
[~ Wam i outdated Executable is loaded I~ Wam ff outdated Executable is loaded
Manage Component Viewer Description Files |

0K | Conzel | Detsulte | Help
Figure 8. Keil - Options for Target - Debug

7. Ifthe debug adapter has connected to the PC successfully, “Serial No” will display. If not then refer
to” Troubleshooting Step 2”

ANO677EN V1.00 5/18 May 21, 2024



HOLTEK i ‘ Troubleshooting Guide for HT32 MCU SWD Interface Usage Problems

8. Check “SWJ” and select “SW” as Port

9. If the debug adapter has connected to the MCU successfully, the SWDIO table will display
“IDCODE” and “Device Name”. Otherwise, refer to “Troubleshooting Step 3” and check each

item sequentially from there.

CMSIS-DAP Cortex-M Target Driver Setup

Debug | Trace | Flash Dounload |

CMSIS-DAP - JTAG/SW Adapter SW Device

Jrny =l 9) IDCODE T
sw y y
7 S o o0z @ (0BC11477  ARM CoreSight SW-DP |
8 Firmware Version: |1.1.1
W SWJ Pot:[sw + =
b

Max Clock: | 1MHz hd
AP: |0x00
Debug
Connect & Reset Options Cache Options Download Options
Connect: [Narmel _v| Reset: [Autodetect  v| | | ¥ Cache Code I~ Verify Code Download
I¥| Reset afie Gonnect ¥ Cache Memary ™ Download to Flash

[~ Log Debug Accesses | Stop after Reset

0K Camel | Help

Figure 9. Keil - Target Driver Setup - Debug

10. Click on the “Flash Download” tab

11. Select “Erase Full Chip” or “Erase Sectors” as Download Function, then check “Program” and

“Verify”

12. Check whether the HT32 Flash Loader exists in the Programming Algorithm. The following
shows the HT32 Flash Loader.

® HT32 Series Flash
® HT32 Series Flash Options

If the HT32 Flash Loader does not exist, click “Add” to manually add it. If the HT32 Flash
Loader cannot be found, install the Holtek DFP. Click on “Project - Manage - Pack Installer...”
to find the Holtek DFP and install. Refer to the Arm Developer website or download the HT32
Firmware Library. Find “Holtek. HT32 DFP.latest.pack”in the root directory and install.

CMSIS-DAP Cartex-M Target Dr =1{) %
Digbug I Trace -—1:155]']:'D\""’!lﬂﬁ‘i 1 ]H
WM for Algorithm

Download Fuoction

Logn | EmseFulChip [V Program
_‘a_ & Erase Sectors | Verify Start ||};<2DDDDDDD Size: |0x00001000
(" Donot Frase [~ Reset and Run

1 7Noaramming Algorithm
v Description Device Size Device Type | Address Range ‘
HT32 Series Flash m Cn-chip Flash 00000000H - DODFFFFEH
HT32 Series Flash Options S On-chip Flash 1FFO0000H - 1FFOOFFFH

Start: ‘ Size:
[ s | | Femore |
oK | Cael | Help

Figure 10. Keil - Target Driver Setup - Flash Download
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This section will take the e-Link32 Pro/Lite as an example to illustrate the debug settings under the
IAR development environment. Follow the following steps to check step by step whether the

settings are correct. First click on “Project = Options”.

1. Click “General Options > Target” and select the target MCU as the Device. If the

corresponding MCU cannot be found, download the “HT32 IAR Package Vx.x.x.exe” from
the Holtek official website to install the IAR Support Package.

Options for node "Project 52367

Category:

Static Analysis
Runtime Checking
C/C++ Compiler

Library Configuration Library Options 1 Library Options 2
s sz i ot
Qutput Converter

Custom Build
Build Acti
L\l:\lker e () Core Cortex-MO+

Processor variant

D:itr,nﬁ::arr | © Device Holtek HT32F52367
CADI
CMSIS DAP QOCMsIS-Pack  None
GDB Server
et et |
J-link{I-Trace xecution moge
I Stellaris 39 bit
Nu-Link )
PE micro 64-bit
ST-LINK
Third-Party Driver
TI MSP-FET
TIXDS

Cancel

Figure 11. IAR - General Options

2. Select the “Setup” tab in “Debugger” and select “CMSIS DAP” as Driver

Options for node "Project_52367"

Categary:

Factory Settings

General Options

Static Analysis
Runtime Checking
CJC-++ Compiler mwn\nsd Images Multicore Extra Options Plugins
Assembler

Qutput Converter Driver ORunto
Custom Build

Build Actions CMSIS DAP =
Linker
SIPEErEs

Simulator [ Use macra fils(s)

CADI

CMSIS DAP $PROJ_DIR$\FlashMacro.mac
GDB Server
et
IHink/J-Trace
T Stellaris
Nu-Link

PE micro (D Override default
STLINK STOOLKIT_DIRS\CONFIG\debugger\Hakek\HT32F52367 ddf
Third-Party Driver

T MSP-FET
TIXDS

main

Device description file

Cancel

Figure 12. IAR — Debugger
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3. Select the “Interface” tab in “CMSIS DAP” and select “SWD?” as Interface

Catagory

Factory Settings
General Options

Static Analysis
Runtime Checking

C/C++ Compiler Setup Breakpoints
Assembler Probe config Prabe configuration file
Output Converter R
Custom Build O Auto Owerride default
Build Actions .
Linker O From file
Debugger O Explicit Select
Simulator
CADL Interface Explicit probe configuration
GDB Server O ITAG Multi-target debug system
et 0
Jdink/3-Trace
T1 Stellaris Target with multiple CPUs
Nu-Link 0
PE micro
ST-LINK Interface speed
Third-Party Driver Auto detect  ~
TI MSP-FET
TIXDS

ok Cancel

Figure 13. IAR - CMSIS DAP

Check whether the SWD is correctly connected

When taking Keil as an example, click on “Project = Options for Target” to select the “Debug”
tab and click “Settings” on the right.

W, Options for Target "HT32'

Device | Targst | Output | Listing | Usst | CACe+ (ACE) | Asm | Linker Debug | Utiities |
" Use Simulator  with restrictinns Settings | | % Use: [CMSIS-DAP Debugger ji Settings I
[¥ Limit Speed to Real-Time
¥ Load Application at Startup ¥ Run to main() ¥ Load Application at Startup ¥ Run to main()
Initialization File Initialization File:
| J |.\HT32F5umJJ17Debu95uupurl.\n\ J Edit...
Restore Debug Session Settings Restore Debug Session Settings
¥ Breakpoints ¥ Toolbax ¥ Breakpoints ¥ Toolbax
¥ Watch Windows & Performance Analyzer ¥ Watch Windows ™ Tracepoints
¥ Memory Display ¥ System Viewer ¥ Memory Display ¥ System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
[sARMCM3.DLL | [sARMCM3.DLL |
Dialog DLL: Parameter: Dialog DLL: Parameter:
[DARMCMT DLL [¢CMO+ [TARMCM1.DLL [pCMO~
[ Wam if outdated Executable is loaded ™ Wam if outdated Executable is loaded
Manage Companent Viewer Description Files ... |
‘ 0K | | Cancel | | Defanlts | | Help

Figure 14. Keil - Options for Target - Debug

If the IDCODE and Device Name are displayed in the SWDIO table as shown in the following
figure, it indicates that the SWD is correctly connected. Otherwise, if an error occurs, refer to the

instructions in the "Connect Under Reset" section, or refer to the troubleshooting steps to check.
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CMSIS-DAP Cortex-M Target Driver Setup

Debug | Tece | Flash Download |

[ CMSIS-DAP - JTAG/SW Adapter SW Device

Ay 'I IDCODE Device Name Move
swoio E———

Serial No: IOZDDDZAB m @ (x0BC11477  ARM CoreSight SW-DP il

Firmware Version: |1.1.1 Down

W SWJ Po:[sw = 1 Automatic Detection 1D CODE I
TG lﬁ = Manual Configuration Device Name: I
lax Clock: | 1MHz A
Add Delete Updatel AP: |(xD0
~Debug

Connect & Reset Options ————————— —~Cache Options Download Options
Connect: [Nomal =] Resst:[Atodetest v | ’]7 Cache Ccde—‘ P‘ Verify Code Download

[V Reset after Connect [¥ Cache Memory | | I Download to Flash
[~ Log Debug Accesses [ Stop after Reset

0K | Comcel | Help |

Figure 15. Keil - Target Driver Setup - Debug

Connect Under Reset

Connect Under Reset is a feature of the MCU core and SW-DP to pause the system before the program
is executed. If a program behavior causes the SWD to be inaccessible, users can resolve the problem

using this method. The common reasons why the SWD is inaccessible are as follows.

1. When the SWDIO/SWCLK pin-shared function is selected to have another function, such as
GPIO, the I/0 will not be used for SWD communication.

2. When the MCU enters the Deep-Sleep mode or Power-Down mode, the MCU core will stop.
Therefore, it is not possible to communicate with the MCU core via the SWD for programming

or debugging.

Refer to Connect Under Reset settings below when using Keil. “Project” = “Options for Target”
> “Debug” > click “Settings” > select “under Reset” as the Connect method, as shown in the

following figure. Refer to “Troubleshooting Step 9” for the detailed Keil setting steps.

CMSIS-DAP Cortex-M Target Driver Setup

Debug | Trece | Flash Dovnloed |

~CMSIS-DAP - JTAG/SW Adapter SW Device

[y | IDCODE | Device Name Move
SWDIO | ® «0BC11477  ARM CorsSight SW-DP Up

Serial No: |020002A8

(8]
Fimware Version: |1.1.1 ovn|
¥ SWJ Pot:[sw - 1 Automatic Detection |0 CODE:

= Manual Configuration Dievice Name:
Max Clock: [1MHz =]
Add Delete Update AP |0x00
Debug

jonps————————————————————— ~Cache Options Download Options
Connect - || Reset: |Autodetect -I ¥ Cache Code I” Verfy Cade Download
v Reset after Connect ¥ Cache Memory | | ™ Download to Flash

[~ Log Debug Accesses | Stop after Reset

|

0K | Caneel | Help |

Figure 16. Keil - Connect Under Reset Setting
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Common Error Messages

The following table shows a summary of common error messages between Keil and IAR.

IDE Error Message Troubleshooting

“No Debug Unit Device found” Refer to “Troubleshooting Step 2”

“SWD/JITAG Communication Failure” | Check one by one from “Troubleshooting Step 3”

“g Flash Download failed (1) Check whether the image size exceeds the specification
Corrrt(;;-Mii ownload failed - (2) Check the Keil - Flash Download setting
Keil (3) Refer to “Troubleshooting Step 10 and Step 117

“Cannot Load Flash Programming
Algorithm!”

Refer to “Troubleshooting Step 4 and Step 5”

“Flash Timeout. Reset the Target and
try it again.”

“Fatal error: Probe not found” Refer to “Troubleshooting Step 2 and Step 13”

(1) Check the IAR-MCU model

(2) Check one by one from “Troubleshooting Step 3”

“Failed to load flash loader:....” Refer to “Troubleshooting Step 4 and Step 5”

Check whether the image size exceeds the specification

TAR | “Fatal error: Failed to connect to CPU”

Table 2. Error Message Summary

Keil - Message “No Debug Unit Device found”

CM5I5-DAP - Cortex-M Ermor

W=

Figure 17. Keil - Message “No Debug Unit Device found”

When the debug adapter fails to connect to the PC, refer to “Troubleshooting Step 2”.

Keil - Message “SWD/JTAG Communication Failure”

CMSIS-DAP - Cortex-M Ermor

| SWD/ITAG Communication Failure

HE

Figure 18. Keil - Message “SWD/JTAG Communication Failure”

When the SWD communication fails, it means that the debug adapter has failed to connect to the

MCU. Check one by one from “Troubleshooting Step 3”.
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Keil - Message “Error: Flash Download failed - “Cortex-Mx” ”

I-_\ Error: Flash Download failed - "Cortex-M0+"

Figure 19. Keil - Message “Error: Flash Download failed - “Cortex-Mx” ”

1. First check whether the compiled “Code Size + RO-data + RW-data Size” exceeds the target

MCU specifications.

2. Check whether the Flash Loader settings in the Keil Programming Algorithm are correct. Refer

to the “Keil Debug Settings” section for details.

3. Check whether the Page Erase/Program or Security protection is enabled. Refer to

“Troubleshooting Step 10 and Step 11” for details.

Keil - Message “Cannot Load Flash Programming Algorithm!”

CMSIS-DAP - Cortex-M Emor

"“ Cannot Load Flash Programming Algerithm!

 C\Users\USER\AppData\Local\Arm\Packs\Holtek\HT32_DFP\1.0.50\AR
M\Flash\HT32F.FLM

Figure 20. Keil - Message “Cannot Load Flash Programming Algorithm!”

Check whether the VCC and GND pins on the debug adapter are connected to that of the target
MCU. Refer to “Troubleshooting Step 4” and “Step 5.

Keil - Message “Flash Timeout. Reset the Target and try it again.”

CMSIS-DAP - Cortex-M Error

| Flash Timeout. Reset the Target and try it again.

Figure 21. Keil - Message “Flash Timeout. Reset the Target and try it again.”

Check whether the compiled “Code Size + RO-data + RW-data Size” exceeds the target MCU

specifications.
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IAR - Message “Fatal error: Probe not found”

CMS5IS-DAP

Fatal error: Prabe not found

Session aborted!

Figure 22. IAR- Message “Fatal error: Probe not found”

When the debug adapter is not connected to the PC, refer to “Troubleshooting Step 2 and “Step
13”.

IAR - Message “Fatal error: Failed to connect to CPU”

CMSIS-DAP

Fatal error: Failed to connect to CPU

Session aborted!

Figure 23. IAR- Message “Fatal error: Failed to connect to CPU”
When the SWD communication fails, it means that the debug adapter has failed to connect to the
MCU. The following shows the possible reasons:

1. The target MCU model of the Device in “General Options” may be incorrect, refer to the “IAR

Debug Settings” section for details about how to modify this.

2. If the MCU cannot respond to the host via the SWD, check one by one from “Troubleshooting
Step 3”.

IAR - Message “Failed to load flash loader:....”

[ELLE

(" \:_I Failed to load flash loader: C:\Program Files\|AR Systems\Embedded Workbench 8.0\arm\confighflashloader\Holtek\FlashHT32F52367 flash

Check whether the VCC and GND pins on the debug adapter are connected to that of the target
MCU. Refer to “Troubleshooting Step 4” and “Step 5.
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Troubleshooting

If users encounter problems when using the SWD, use the following steps to check in sequence.

Step 1. Whether multiple USB debug adapters are connected to the system?

If multiple USB debug adapters such as e-Link32 Pro/Lite or ULINK2 are connected to the system
simultaneously, remove them and retain only one group. This prevents misjudgment caused by
simultaneous access of multiple debug adapters. Users can also select the debug adapter with a

specific connection under the development environment.

Step 2. Check whether the debug adapter USB port is successfully connected?

If the D1 USB LED on the e-Link32 Pro/Lite is not illuminated or the corresponding device
"CMSIS-DAP” is not found in “Printers & scanners”, try to troubleshoot the error using the

following method.

1. Re-plug the e-Link32 Pro/Lite USB port.

2. Check whether the USB cable is undamaged and can communicate with the PC.

3. Check whether the e-Link32 Pro/Lite USB port is not loose.

4. Check whether the PC USB Port can operate correctly or replace the connected USB Port.

5. Restart the PC and reconnect the USB port.

Step 3. Check whether the SWDIO/SWCLK/ nRST pins are connected?

Check whether the MCU SWDIO, SWCLK and nRST pins are actually connected to the debug
adapter. Check whether the cable is not broken or the connection is disconnected. If the Holtek

ESK32 Starter Kit is used, ensure that the Switch-S1 on the board is switched to “On”.

Step 4. Check whether the SWDIO/SWCLK wire is too long?

Shorten the wire to less than 20cm.

Step 5. Check whether the SWDIO/SWCLK connect to protection components?

The serial protection components can cause SWD high-speed signal distortion, therefore the SWD

transmission rate must be reduced. Adjust the transmission rate as follows:

Keil: “Project = Options for Target” select the “Debug” tab, and click “Settings” to adjust the Max

Clock, as shown in the following figure.
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CMSIS-DAF Cortex-M Target Driver Setup

Debug | Tmse | Flash Dovnlocd |
CMSIS-DAP - JTAG/SW Adapter SW Device
Ay hd IDCODE Device Name
SWDIO X
Seral No: W @ 0<0BC11477  ARM CoreSight SW-DP
Firmware Version: |1.1.1 J
¥ Swi Pot[sw - -
~
Max Clock: | 1MHz 2
AP: |00
Debug
Connect & Reset Options Cache Options Download Options
Connect: [Nomal ~_+| Reset:[Autodetect ~ v| | | ¥ Cache Code I Veify Code Download
[¥ Reset after Connect [¥ Cache Memory | | [~ Download to Flash
[~ Log Debug Accesses | Stop after Reset
[ Cawel | Help

Figure 25. Keil - Target Driver Setup - Max Clock

TAR: click “CMSIS DAP” in “Project = Options” and click the “Interface” tab to adjust the interface

speed, as shown in the following figure.

Options for nade "Projec

el Factory Settings
General Options
Static Analysis
Runtime Checking
C/C++ Compiler Setup Interface Breakpoints
Assembler Probe canfig  Probe configuration file
Qutput Converter -
Custom Build 0 Auto Override default
Build Actions
Linker O From file
Debugger O Explicit Select
Simulator
CADI Interface Explicit probe configuration
CMSIS DAP R
| GDB Server OJTAG Multi-target debug system
Ljet SWD 0
Iink/1-Trace o
T1 Stellaris Target with multiple CPUs
Mu-Link ]
PE micro
STAIK Interface speed
Third-Party Driver Auto detect  ~
TIMSPFET
TIXDS

0K Cancel

Figure 26. IAR - CMSIS DAP - Interface speed

Step 6. Check whether the power supply is normal?

Check the following power supply conditions:

1. Check whether all the GND pins are connected together to ensure the same reference voltage

2. Check whether the power supply of the debug adapter such as the e-Link32 Lite Pro is normal
(USB VBUS 5V).

3.

Check whether the target board is correctly connected to the power supply

4. Check whether the SWD Pin 1 VCC on the debug adapter is powered by the target board. Pin
1 VCC on the debug adapter connects to the VDD pin on the target MCU and should have an
appropriate voltage.
ANO677EN V1.00 14/18
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Step 7. Check whether the Boot pin setting is correct?

If the programming operation has been successful but the program does not execute, check whether
the BOOT pin has been externally pulled-low. If yes, then remove this external signal. After a
power-on or reset, the BOOT pin must be kept at a high level, after which the program in the Main
Flash memory can execute normally. Refer to the MCU Datasheet for details on the BOOT pin

position or the required level.

Step 8. Check whether the MCU configures SWDIO/SWCLK pin as GP1O

or other functions?

If the SWDIO/SWCLK pin-shared function is selected to have a different function such as a GPIO
by the MCU firmware, then when the program has executed to “AFIO switch SWDIO/SWCLK?”,
the MCU will no longer respond to any SWD communication. This will make the target board
present a state that cannot be programmed. In such cases, it can be restored by setting Connect

under Reset. Refer to the Method 1 or Method 2 in Step 9 for details.

Step 9. Check whether the MCU has entered the power saving mode?

If the MCU has entered the Deep-Sleep mode or Power-Down mode by firmware, the registers in
the MCU Cortex-M core cannot be accessed via the SWD. This makes the programming or
debugging functions unavailable. Refer to the following two methods to restore this. The main
principle here is to prevent the firmware in the Main Flash from operating, thus allowing the SWD

communication to operate normally.

® Method 1 - Set the Connect Under Reset
Take Keil as an example for the IDE settings. Click on “Project = Options for Target” to select
the “Debug” tab, and then click on “Settings”.

W. Options for Target "HT32"

| CiC4+ (ACE) | Asm | Linker Debug | Utilies |

Settings ~ Use |CMS\S-DAP Debugger

¥ Run to main()

Device ] Target ] Ouiput I Listing 1 Tser

" Use Simulator  with restrichions

j | Settings I

¥ Run to main{)

[ Limit Speed to Real-Time

¥ Load Application at Startup v Load Application at Startup

Initilization File:

Restore Debug Session Settings
[v Breakpoints ¥ Toolbox

W Memary Display

CPUDLL: Parameter:

v Watch Windows & Performance Analyzer
¥ System Viewer

Initialization File

JJ ‘ \HT32F5oe_01_DebugSupport ini

Restore Debug Session Settings
¥ Breakpoints v Toolbox
V¥ Watch Windows [ Tracepoints
¥ Memory Display [v System Viewer

Driver DLL: Parameter:

|SARMCM3 DLL \

Dialog DLL: Parameter:

‘SARMCMJ DLL |

Dialog DLL: Parameter:

|DARMCM1 DLL ‘«pCMD+

[~ Wam ff outdated Executable is loaded

Manage Component Viewer Description Files ...

‘TARMCMW DLL |1:CMI}+

[~ Wam if outdated Executable is loaded

o ]

Comel | Detls |

Help

Figure 27. Keil - Options for Target — Debug

ANO677EN V1.00 15/

18

May 21, 2024



HOLTEK i ‘ Troubleshooting Guide for HT32 MCU SWD Interface Usage Problems

Select Connect “under Reset”, as shown in the following figure. Now the IDE can then program
using the SWD normally. It is recommended to first erase the firmware in the Main Flash (refer
to “Step 117 for the erase operation) to prevent from the SWDIO/SWCLK AFIO Switch or

entering the power saving mode by the firmware.

CMSIS-DAP Cortex-M Target Driver Setup

Debug | Trope | Flash Downioad |

CMSIS-DAF - JTAG/SW Adapter SW Device

Ay hd IDCODE Device Name
SWDIO X
Seral No W @ 0«0BC11477  ARM CoreSight SW-DP
Fimware Version: [1.1.1 J
M SWi Pot[sw = e
0] ,7
Max Clock: | 1MHz =z
AP: |0x00
Debug
onpect & Beset Ontions Cache Options Download Options
Connect: - || Reset: | Autodetect - [¥ Cache Code [” Verify Code Download
¥ Rosct ofter Connedt [¥ Cache Memory | | ™ Download to Fash
I~ Log Debug Accesses [ Stop after Reset
or | Camel | Help

Figure 28. Keil - Connect under Reset Setting

® Method 2
Pull-down the PA9 BOOT pin, reset or power it on again and execute an MCU Flash Erase.
After the Erase has completed, release the PA9 pin. Refer to Step 11 for instructions on how to

perform an erase via the IDE.

Step 10. Check whether the MCU has enabled Memory Page Erase/Write
protection?

If the MCU has enabled Memory Page Erase protection, the protected memory page cannot be
erased or modified. During an SWD page erase, when an error occurs because the protected page
cannot be erased, a mass erase operation is required to resolve this problem. Here the MCU memory
will be completely erased and removed from memory protection by a Mass Erase. Refer to “Step

11” for details.

Step 11. Check whether the MCU has enabled Security protection?

If the MCU has enabled Security protection, when an error occurs during an SWD page erase, a
Mass Erase operation must be executed to erase the Option Byte to remove the memory protection.

After a Mass Erase has completed, the MCU must reset or be powered on again.

® Keil: “Flash = Erase”

Flash Debug Peripherals Tool
%Q Download F&

Erase

Configure Flash Tools...

Figure 29. Keil - Mass Erase Method
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® TAR: “Project - Download - Erase memory”

_— Bee e BIHWEAK. EX1 1A TS I BHandler

Download 3 Download active application

SFR Setup Download file...

Erase memary

Figure 30. IAR - Mass Erase Method

Step 12. Check whether to reset the system after completing the programming?

After the program has been updated via the debug adapter, an MCU reset must be triggered before
the system can start the program. The MCU reset can be triggered by either the nRST pin or by

powering on again.

Step 13. Check whether the e-Link32 Pro/Lite firmware is the latest version?

If users still cannot program or debug using the SWD after completing the above troubleshooting
steps, it is recommended to update the e-Link32 Pro/Lite firmware to the latest version. Download
the new e-Link32 Pro ICP Tool from the Holtek official website and click on “Connect”. If the
e-Link32 Pro Lite version is older, an update message will automatically pop up, then click on “OK”

to update the firmware.

r‘ &-Link32 Pro ICP Tool - V2.0.6 —

Fle Target Help

Connect HDLTEK#

Memory to read

Read address: Ox 00000000 Read size: Ox 100 Type: Custom ~ Read
File to write
No. Name Size  Address range(0x)

Download

Flash Data File Data 8 bits ~

Figure 31. e-Link32 Pro ICP Tool

| Need to update the e-Link32 firmware!

Current F/W: V1.0.35 S

Figure 32. e-Link32 Pro/Lite Firmware Update Prompt Window
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Reference Material

For more information, consult the Holtek official website: https://www.holtek.com.

Revision and Modification Information

Disclaimer

Date Author Issue Modification Information
2024.01.09 | F&E4% V1.00 | First Version

All information, trademarks, logos, graphics, videos, audio clips, links and other items appearing
on this website ('Information') are for reference only and is subject to change at any time without
prior notice and at the discretion of Holtek Semiconductor Inc. and its related companies
(hereinafter 'Holtek', 'the company', 'us', 'we' or 'our'). Whilst Holtek endeavors to ensure the
accuracy of the Information on this website, no express or implied warranty is given by Holtek to

the accuracy of the Information. Holtek shall bear no responsibility for any incorrectness or leakage.

Holtek shall not be liable for any damages (including but not limited to computer virus, system
problems or data loss) whatsoever arising in using or in connection with the use of this website by
any party. There may be links in this area, which allow you to visit the websites of other companies.
These websites are not controlled by Holtek. Holtek will bear no responsibility and no guarantee to

whatsoever Information displayed at such sites. Hyperlinks to other websites are at your own risk.

Limitation of Liability

In no event shall Holtek Limited be liable to any other party for any loss or damage whatsoever or
howsoever caused directly or indirectly in connection with your access to or use of this website, the

content thereon or any goods, materials or services.

Governing Law

The Disclaimer contained in the website shall be governed by and interpreted in accordance with
the laws of the Republic of China. Users will submit to the non-exclusive jurisdiction of the

Republic of China courts.

Update of Disclaimer

Holtek reserves the right to update the Disclaimer at any time with or without prior notice, all

changes are effective immediately upon posting to the website.
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Introduction

Holtek HT32 series of MCUs are based on an Arm® Cortex®-M core. The core contains integrated Serial Wire Debug (SWD) ports namely SW-DP/SWJ-DP, which makes development, programming and debugging more convenient. However, during hardware design when using the SWD, users may encounter some abnormal situations, which affect project development. This application note provides users with a comprehensive troubleshooting guide for SWD interface problems and includes possible errors which may occur during connection, communication and other conditions. This guide will assist users to use the SWD interface more easily, saving development time to make the project more efficient.

Holtek has released a USB debugging tool named e-Link32 Pro/Lite, which has been developed based on the Arm® CMSIS-DAP reference design. By connecting the target board to the PC’s USB port, users can program and debug the program on the target MCU via the SWD under the development environment or with a programming tool. The following figure shows the connection relations. This text will take the e-Link32 Pro/Lite as an example to introduce the SWD, common error messages and troubleshooting steps. The SWD related instructions and debug information are also used for a common USB debug adapter such as ULINK2 or J-Link.





Figure 1. SWD Connection Diagram




Abbreviation description: 

SWD: Serial Wire Debug

SW-DP: Serial Wire Debug Port

SWJ-DP: Serial Wire and JTAG Debug Port

CMSIS: Common Microcontroller Software Interface Standard

DAP: Debug Access Port

IDE: Integrated Development Environment 

SWD Introduction

The SWD is a hardware interface widely used with the Arm® Cortex-M® series of MCUs for programming and debugging. The following section will illustrate the Holtek e-Link32 Pro and e-Link32 Lite. The e-Link32 Pro has approximately the same architecture as the e-Link32 Lite, the main difference is that the e-Link32 Pro supports ICP offline programming. The following is a brief description:

· e-Link32 Pro: this is a Holtek standalone USB debug adapter, which supports In-Circuit Programming, offline programming and debugging. Refer to the e-Link32 Pro User Guide for details.

· e-Link32 Lite: this is a Holtek Starter Kit internal USB Debug adapter, which can directly program or debug on the target MCU without additional connections. Refer to the Starter Kit User Manual for details.





Figure 2. e-Link32 Pro and e-Link32 Lite

SWD Pin Description

There are two SWD communication pins: 

· SWDIO (Serial Wire Data Input/Output): a bidirectional data line for debug information transmission and code/data programming between the debug adapter and the target MCU.

· SWCLK (Serial Wire Clock): a clock signal from the debug adapter for synchronous data transmission.

A traditional Joint Test Action Group (JTAG) interface requires four connection pins, while the SWD only requires two pins to communicate. Therefore, the SWD requires fewer pins and is more convenient to use.

Connection Description/PCB Design

The following figure shows the e-Link32 Pro/Lite interfaces.

[image: 一張含有 文字, 螢幕擷取畫面, Rectangle, 字型 的圖片
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Figure 3. SWD 10-Pin Connector

		Pin No.

		Name

		Description



		1

		VCC

		Debug adapter SWD interface Level Shift power supply by default, must be connected to the target MCU power supply 



		2

		SWDIO

		Data signal, must be connected to the target MCU SWDIO pin



		3

		GND

		Ground



		4

		SWCLK

		Clock signal, must be connected to the target MCU SWCLK pin 



		5

		GND

		Ground



		6

		Reserved

		Reserved pin, no connection required



		7

		VCOM_RXD

		The e-Link32 Pro/Lite provides two Virtual COM ports for serial communication. This is independent of the SWD. The connection is determined based on the development environment and hardware requirements



		8

		VCOM_TXD

		



		9

		GND

		Ground



		10

		Reset

		Used to control the target board reset signal - must be connected to the target MCU nRST pin





Table 1. SWD 10-Pin Description

If users need to design their own board, it is recommended to reserve an SWD connector, as shown in the following figure. The SWD interface must contain VDD, GND, SWDIO, SWCLK and nRST of the target MCU and which can then be connected to e-Link32 Pro/Lite via this connector for programming or debugging.





Figure 4. SWD 5-Pin Connector




Debug Adapter Level Shift Description

As the MCU may have different operating voltages in practical applications, the I/O logic voltage levels may also be different. The e-Link32 Pro/Lite provides a Level Shift circuit to adapt to different voltages. If the SWD Pin 1 VCC is used as a reference voltage in the above circuit, then the SWD pin input/output voltage on the e-Link32 Pro/Lite can be automatically adjusted according to the target MCU operating voltage, thus making it compatible with different MCU hardware board designs. Most debug adapters such as ULINK2 or J-Link have a similar design.

 As can be seen from the above description, when the debug adapter is connected to the MCU hardware board under a preset condition, it should be noted that the MCU hardware board will provide power to the SWD VCC pin on the debug adapter, as shown in the following figure. This means that the MCU hardware board must be connected to a power supply separately and the SWD VCC pin on the debug adapter has no power output by default.





Figure 5. Target Board & Debug Adapter Power Supply Direction

The e-Link32 Pro/Lite Pin 1 VCC can also be set to output 3.3V to power the target MCU hardware board. However, it is important to pay attention to current and power supply limitations. Refer to the e-Link32 Pro User Guide for details.

Check whether the debug adapter USB is correctly connected

When the e-Link32 Pro/Lite is connected to the PC, check whether it is correctly connected using the following two methods.

1. Check whether the D1 USB LED of the e-Link32 Pro/Lite remains illuminated.

2. Press the “Win +R” buttons to call “Run” and enter “control printers” to run. When a “Printers & scanners” window appears, click on “Devices” and find “Other devices” from the drop-down menu. Then check whether a device named “CMSIS-DAP” or “Holtek CMSIS-DAP” appears, as shown in the following figure. It should be noted that different computer systems may have slightly different displays. Users can refer to this step to find and check whether this device appears.

[image: 一張含有 文字, 行, 螢幕擷取畫面 的圖片
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Figure 6. CMSIS-DAP Device

If the USB debug adapter fails to connect to the PC, refer to “Troubleshooting Step 2”.




Keil Debug Settings

This section will take e-Link32 Pro/Lite as an example to illustrate the debug settings under the Keil development environment. Use the following steps to check step by step whether the settings are correct. First click on “Project  Options for Target”.

1. Click on the “Utilities” tab

2. Check “Use Debug Driver”





Figure 7.  Keil - Options for Target - Utilities

3. Click on the “Debug” tab

4. Use “CMSIS-DAP Debugger”

5. Check “Load Application at Startup”

6. Click “Settings” on the right to open the “Options for Target” dialog box





[bookmark: _Hlk151631360]Figure 8. Keil - Options for Target - Debug

7. If the debug adapter has connected to the PC successfully, “Serial No” will display. If not then refer to” Troubleshooting Step 2”

8. Check “SWJ” and select “SW” as Port

9. If the debug adapter has connected to the MCU successfully, the SWDIO table will display “IDCODE” and “Device Name”. Otherwise, refer to “Troubleshooting Step 3” and check each item sequentially from there.





Figure 9. Keil - Target Driver Setup - Debug

10. Click on the “Flash Download” tab

11. Select “Erase Full Chip” or “Erase Sectors” as Download Function, then check “Program” and “Verify”

12. Check whether the HT32 Flash Loader exists in the Programming Algorithm. The following shows the HT32 Flash Loader.

· HT32 Series Flash

· HT32 Series Flash Options

If the HT32 Flash Loader does not exist, click “Add” to manually add it. If the HT32 Flash Loader cannot be found, install the Holtek DFP. Click on “Project - Manage - Pack Installer…” to find the Holtek DFP and install. Refer to the Arm Developer website or download the HT32 Firmware Library. Find “Holtek.HT32_DFP.latest.pack”in the root directory and install.





Figure 10. Keil - Target Driver Setup - Flash Download

IAR Debug Settings

This section will take the e-Link32 Pro/Lite as an example to illustrate the debug settings under the IAR development environment. Follow the following steps to check step by step whether the settings are correct. First click on “Project  Options”.

1. Click “General Options  Target” and select the target MCU as the Device. If the corresponding MCU cannot be found, download the “HT32_IAR_Package_Vx.x.x.exe” from the Holtek official website to install the IAR Support Package.





Figure 11. IAR - General Options

2. Select the “Setup” tab in “Debugger” and select “CMSIS DAP” as Driver





Figure 12. IAR – Debugger




3. Select the “Interface” tab in “CMSIS DAP” and select “SWD” as Interface





Figure 13. IAR - CMSIS DAP

Check whether the SWD is correctly connected

When taking Keil as an example, click on “Project  Options for Target” to select the “Debug” tab and click “Settings” on the right.





Figure 14. Keil - Options for Target - Debug

If the IDCODE and Device Name are displayed in the SWDIO table as shown in the following figure, it indicates that the SWD is correctly connected. Otherwise, if an error occurs, refer to the instructions in the "Connect Under Reset" section, or refer to the troubleshooting steps to check.





Figure 15. Keil - Target Driver Setup - Debug

Connect Under Reset

Connect Under Reset is a feature of the MCU core and SW-DP to pause the system before the program is executed. If a program behavior causes the SWD to be inaccessible, users can resolve the problem using this method. The common reasons why the SWD is inaccessible are as follows.

1. When the SWDIO/SWCLK pin-shared function is selected to have another function, such as GPIO, the I/O will not be used for SWD communication.

2. When the MCU enters the Deep-Sleep mode or Power-Down mode, the MCU core will stop. Therefore, it is not possible to communicate with the MCU core via the SWD for programming or debugging.

Refer to Connect Under Reset settings below when using Keil. “Project”  “Options for Target”   “Debug”  click “Settings”  select “under Reset” as the Connect method, as shown in the following figure. Refer to “Troubleshooting Step 9” for the detailed Keil setting steps.





Figure 16. Keil - Connect Under Reset Setting

Common Error Messages

The following table shows a summary of common error messages between Keil and IAR.

		IDE

		Error Message

		Troubleshooting



		Keil

		“No Debug Unit Device found”

		Refer to “Troubleshooting Step 2”



		

		“SWD/JTAG Communication Failure”

		Check one by one from “Troubleshooting Step 3”



		

		“Error: Flash Download failed - Cortex-Mx”

		(1) Check whether the image size exceeds the specification

(2) Check the Keil - Flash Download setting

(3) Refer to “Troubleshooting Step 10 and Step 11”



		

		“Cannot Load Flash Programming Algorithm!”

		Refer to “Troubleshooting Step 4 and Step 5”



		

		“Flash Timeout. Reset the Target and try it again.”

		Check whether the image size exceeds the specification



		IAR

		“Fatal error: Probe not found”

		Refer to “Troubleshooting Step 2 and Step 13”



		

		“Fatal error: Failed to connect to CPU”

		(1) Check the IAR-MCU model 

(2) Check one by one from “Troubleshooting Step 3”



		

		“Failed to load flash loader:…. ”

		Refer to “Troubleshooting Step 4 and Step 5”





Table 2. Error Message Summary

Keil - Message “No Debug Unit Device found”

[image: 一張含有 文字, 螢幕擷取畫面, 標誌, 字型 的圖片
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Figure 17. Keil - Message “No Debug Unit Device found”

When the debug adapter fails to connect to the PC, refer to “Troubleshooting Step 2”.

Keil - Message “SWD/JTAG Communication Failure”

[image: 一張含有 文字, 螢幕擷取畫面, 標誌, 字型 的圖片
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Figure 18. Keil - Message “SWD/JTAG Communication Failure”

When the SWD communication fails, it means that the debug adapter has failed to connect to the MCU. Check one by one from “Troubleshooting Step 3”.




Keil - Message “Error: Flash Download failed - “Cortex-Mx” ”

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 作業系統 的圖片
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Figure 19. Keil - Message “Error: Flash Download failed - “Cortex-Mx” ”

1. First check whether the compiled “Code Size + RO-data + RW-data Size” exceeds the target MCU specifications.

2. Check whether the Flash Loader settings in the Keil Programming Algorithm are correct. Refer to the “Keil Debug Settings” section for details.

3. Check whether the Page Erase/Program or Security protection is enabled. Refer to “Troubleshooting Step 10 and Step 11” for details.

Keil - Message “Cannot Load Flash Programming Algorithm!”

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 軟體 的圖片
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Figure 20. Keil - Message “Cannot Load Flash Programming Algorithm!”

Check whether the VCC and GND pins on the debug adapter are connected to that of the target MCU. Refer to “Troubleshooting Step 4” and “Step 5”.

Keil - Message “Flash Timeout. Reset the Target and try it again.”

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 標誌 的圖片
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Figure 21. Keil - Message “Flash Timeout. Reset the Target and try it again.”

Check whether the compiled “Code Size + RO-data + RW-data Size” exceeds the target MCU specifications.




IAR - Message “Fatal error: Probe not found”
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Figure 22. IAR- Message “Fatal error: Probe not found”

When the debug adapter is not connected to the PC, refer to “Troubleshooting Step 2” and “Step 13”.

IAR - Message “Fatal error: Failed to connect to CPU”
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Figure 23. IAR- Message “Fatal error: Failed to connect to CPU”

When the SWD communication fails, it means that the debug adapter has failed to connect to the MCU. The following shows the possible reasons:

1. The target MCU model of the Device in “General Options” may be incorrect, refer to the “IAR Debug Settings” section for details about how to modify this.

2. If the MCU cannot respond to the host via the SWD, check one by one from “Troubleshooting Step 3”.

IAR - Message “Failed to load flash loader:….”

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 行 的圖片
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Figure 24. IAR- Message “Failed to load flash loader:….”

Check whether the VCC and GND pins on the debug adapter are connected to that of the target MCU. Refer to “Troubleshooting Step 4” and “Step 5”. 




Troubleshooting

If users encounter problems when using the SWD, use the following steps to check in sequence.

Step 1. Whether multiple USB debug adapters are connected to the system?

If multiple USB debug adapters such as e-Link32 Pro/Lite or ULINK2 are connected to the system simultaneously, remove them and retain only one group. This prevents misjudgment caused by simultaneous access of multiple debug adapters. Users can also select the debug adapter with a specific connection under the development environment.

[bookmark: _Hlk148605377]Step 2. Check whether the debug adapter USB port is successfully connected?

If the D1 USB LED on the e-Link32 Pro/Lite is not illuminated or the corresponding device "CMSIS-DAP” is not found in “Printers & scanners”, try to troubleshoot the error using the following method.

1. Re-plug the e-Link32 Pro/Lite USB port.

2. Check whether the USB cable is undamaged and can communicate with the PC.

3. Check whether the e-Link32 Pro/Lite USB port is not loose.

4. Check whether the PC USB Port can operate correctly or replace the connected USB Port.

5. Restart the PC and reconnect the USB port.

Step 3. Check whether the SWDIO/SWCLK/ nRST pins are connected?

Check whether the MCU SWDIO, SWCLK and nRST pins are actually connected to the debug adapter. Check whether the cable is not broken or the connection is disconnected. If the Holtek ESK32 Starter Kit is used, ensure that the Switch-S1 on the board is switched to “On”.

Step 4. Check whether the SWDIO/SWCLK wire is too long?

Shorten the wire to less than 20cm.

Step 5. Check whether the SWDIO/SWCLK connect to protection components?

The serial protection components can cause SWD high-speed signal distortion, therefore the SWD transmission rate must be reduced. Adjust the transmission rate as follows:

Keil: “Project  Options for Target” select the “Debug” tab, and click “Settings” to adjust the Max Clock, as shown in the following figure.





Figure 25. Keil - Target Driver Setup - Max Clock

IAR: click “CMSIS DAP” in “Project  Options” and click the “Interface” tab to adjust the interface speed, as shown in the following figure.





Figure 26. IAR - CMSIS DAP - Interface speed

Step 6. Check whether the power supply is normal?

Check the following power supply conditions:

1. Check whether all the GND pins are connected together to ensure the same reference voltage

2. Check whether the power supply of the debug adapter such as the e-Link32 Lite Pro is normal (USB VBUS 5V).

3. Check whether the target board is correctly connected to the power supply

4. Check whether the SWD Pin 1 VCC on the debug adapter is powered by the target board. Pin 1 VCC on the debug adapter connects to the VDD pin on the target MCU and should have an appropriate voltage.

Step 7. Check whether the Boot pin setting is correct？

If the programming operation has been successful but the program does not execute, check whether the BOOT pin has been externally pulled-low. If yes, then remove this external signal. After a power-on or reset, the BOOT pin must be kept at a high level, after which the program in the Main Flash memory can execute normally. Refer to the MCU Datasheet for details on the BOOT pin position or the required level.

Step 8. Check whether the MCU configures SWDIO/SWCLK pin as GPIO or other functions?

If the SWDIO/SWCLK pin-shared function is selected to have a different function such as a GPIO by the MCU firmware, then when the program has executed to “AFIO switch SWDIO/SWCLK”, the MCU will no longer respond to any SWD communication. This will make the target board present a state that cannot be programmed. In such cases, it can be restored by setting Connect under Reset. Refer to the Method 1 or Method 2 in Step 9 for details.

Step 9. Check whether the MCU has entered the power saving mode?

If the MCU has entered the Deep-Sleep mode or Power-Down mode by firmware, the registers in the MCU Cortex-M core cannot be accessed via the SWD. This makes the programming or debugging functions unavailable. Refer to the following two methods to restore this. The main principle here is to prevent the firmware in the Main Flash from operating, thus allowing the SWD communication to operate normally.

· Method 1 - Set the Connect Under Reset

Take Keil as an example for the IDE settings. Click on “Project  Options for Target” to select the “Debug” tab, and then click on “Settings”.





Figure 27. Keil - Options for Target – Debug




Select Connect “under Reset”, as shown in the following figure. Now the IDE can then program using the SWD normally. It is recommended to first erase the firmware in the Main Flash (refer to “Step 11” for the erase operation) to prevent from the SWDIO/SWCLK AFIO Switch or entering the power saving mode by the firmware.





Figure 28. Keil - Connect under Reset Setting

· Method 2

Pull-down the PA9 BOOT pin, reset or power it on again and execute an MCU Flash Erase. After the Erase has completed, release the PA9 pin. Refer to Step 11 for instructions on how to perform an erase via the IDE.

Step 10. Check whether the MCU has enabled Memory Page Erase/Write protection?

If the MCU has enabled Memory Page Erase protection, the protected memory page cannot be erased or modified. During an SWD page erase, when an error occurs because the protected page cannot be erased, a mass erase operation is required to resolve this problem. Here the MCU memory will be completely erased and removed from memory protection by a Mass Erase. Refer to “Step 11” for details.

Step 11. Check whether the MCU has enabled Security protection?

If the MCU has enabled Security protection, when an error occurs during an SWD page erase, a Mass Erase operation must be executed to erase the Option Byte to remove the memory protection. After a Mass Erase has completed, the MCU must reset or be powered on again.

· Keil: “Flash  Erase”

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 數字 的圖片

自動產生的描述]

Figure 29. Keil - Mass Erase Method

· IAR: “Project  Download  Erase memory”

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 行 的圖片
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Figure 30. IAR - Mass Erase Method

Step 12. Check whether to reset the system after completing the programming?

[bookmark: _GoBack]After the program has been updated via the debug adapter, an MCU reset must be triggered before the system can start the program. The MCU reset can be triggered by either the nRST pin or by powering on again.

Step 13. Check whether the e-Link32 Pro/Lite firmware is the latest version?

If users still cannot program or debug using the SWD after completing the above troubleshooting steps, it is recommended to update the e-Link32 Pro/Lite firmware to the latest version. Download the new e-Link32 Pro ICP Tool from the Holtek official website and click on “Connect”. If the
e-Link32 Pro Lite version is older, an update message will automatically pop up, then click on “OK” to update the firmware. 





Figure 31. e-Link32 Pro ICP Tool

[image: 一張含有 文字, 螢幕擷取畫面, 字型, 行 的圖片
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Figure 32. e-Link32 Pro/Lite Firmware Update Prompt Window

Reference Material

For more information, consult the Holtek official website: https://www.holtek.com.
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